Validating Digital Signhatures in Adobe
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Usually, the digital certificates are issued by a Root CA (Certification Authority).

If the Root CA that issued the signing certificate is not included in Adobe Trusted Identities, the digital
signature is considered "not trusted" (but NOT invalid) when the document is opened in Adobe Reader
(see example below).

This behavior has nothing to do with the signing engine (e.g. PDF Signer, Adobe Reader) but with
the Adobe certificate validation procedure.

The recipient must manually add the Root Certificate of the signing certificate on Adobe Trusted
Identities because not all Root CA's are considered trusted by default by the Adobe certificate
validation engine (See this article: https://helpx.adobe.com/acrobat/kb/trust-services.html).

B test document]si
File Edit View Window Help

@8 BBeE|»e [ O®= | HEl e

g’.'] At least one signature has problems,

-

)

Signatures |

=k Validate Al
Bl Rew. 1: Signed by Test Certificate <email@email.com>:

Signature validity is unknown:

@

|

Docurment has not been modified since this signature was applied

Signer's identity is unknown because it has not been included in your |
Signing time is from the clock on the signer's computer,
Signature Details
Last Checked: 2014.12.02 12:43:10 +02'00'
The digital signature in not trusted

—| Signer's identity unknown
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https://helpx.adobe.com/acrobat/kb/trust-services.html

l% Signature validity is UNEKNOWMN.

Signed by: ITE-:t Certificate <email@email.com>

Show Certificate...

Reazon: I

Signing Time: IZH'MHEFDE 12:43:04 +02'00"

Validity Summary

Signature was created using Adcbe Acrobat.
Signature was validated as of the current time:
2014712702 13:12:13 +02'00"

Location;

% The Document has not been medified since this signature was applied.

#1  The signer's identity is unknown because it has not been included in your list of
trusted identities and none of its parent certificates are trusted identities.

/1, Signing time is from the clock on the signer's computer,

The digital signature is not trusted
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1. Certificates Recognized “Trusted by default” in Adobe

Adobe European Union Trust List (EUTL)

If the digital certificate is issued by an eIDAS accredited Certification Authority, the signature will
appear as valid in Adobe by default.

An eIDAS certificate can be obtained from one of these Service Providers:
https://webgate.ec.europa.eu/tl-browser/#/

@ BB XH Q 1 (/1 A M O® % -~

A& Signed and all signatures are valid.

Signature Properties *

Signature is VALID

Ab test

Signing Time: 2017/11/16 11:1%:24 +02'00"

Source of Trust obtained from Eurcpean Union Trusted Lists (EUTL).

E This is a Qualified Electronic Signature according to EU Regulation 910/2014
A digital signature performed with an eIDAS digital certificate

Adobe Authorized Trust List (AATL)

The Adobe Approved Trust List (AATL) is the largest Trust Service for electronic documents in the
world.

Service Providers: https://helpx.adobe.com/acrobat/kb/approved-trust-list1.html

Adobe Certified Document Services (CDS)

Certified Document Services (CDS) is a Trust Service enabled by the Adobe Root Certificate Authority.

Service Providers: https://helpx.adobe.com/acrobat/kb/certified-document-services.html
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2. Add the Root Certificate on Adobe Trusted Identities

Some of the Root CA's are included by default in Windows Certificate Store (Trusted Root
Certification Authorities) and only a few are included in Adobe Trusted Identities.

Because the Root CA of the signing certificate is not included on Adobe Trusted Identities, the
signature is considered “not trusted” (but NOT invalid).

= test document[sig

Joloe=LHBlc2 2|

File Edit “iew ‘Window Help

SEZOa™

lg.'] At least one signature has problems.
(R

Signatures ]
2 | B Validate All
&
= %7 Rev. 1: Signed by Test Certificate <email@email.com>

@ Signature validity is unknown: te%a]ldf‘t own
Document has not been medified since this signature was applied
Signer's identity is unknown because it has not been included in your Test C j | te
Signing time is from the clock on the signer's computer.

Signature Details

'E;J Signature validity is UNKNCOWN.
Ll

:-éummar}r | Document Signer D;ilte;’T-il;ne --Lega.l |

E.E. The signer's identity is unknown because it has not been included in your list of trusted
identities and none of its parent certificates are trusted identities.

Signed by: ITest Certificate <email@email.com> Show Certificate...

ﬁ' Click Show Certificate for more information about the signer's certificate and its validity
details, or to change the trust settings for the certificate or an issuer certificate.

Validity Details

%1 The signer's certificate has not been issued by a certificate authority that you
have trusted.

The path from the signer's certificate to an issuer's certificate was successfully
built,

SR G

Revocation checking was not performed.

Signer's Contact Information: |email@email.com

Signature is not trusted
To manually add the Root Certificate on the Adobe Trusted Identities, open the signature properties and
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click Show Certificate and select Trust tab.

Be sure that you have selected the topmost Root Certificate.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

[+ Show all certification paths found

Clrest CA Summary | Details | Re'.rucatiun| Trust | Policies | Legal Motice
Test Certificate <ema

This certificate is not trusted.
Select the Root CA
Trust Settings

3 Sign documents or data
#®  Cerify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

Perform privileged system operations (networking, printing,
file access, etc.)

. Add to Trusted Identities... |

>

The selected certificate path is valid.

The path validation checks were done as of the signing time:
2014/12/02 12:43:04 +02'00
Validation Madel: Shell

Trust a CA certificate
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Press Add to Trusted Identities tab and be sure you have checked all checkboxes, as below.

Certificate Details
Subject: Test CA
|ssuer  Test CA

Usage: Sign certificate (CA), Sign CRL

Expiration:  12/2/2019% 10:3%:52 AM
Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor,

Uze this certificate as a trusted root

If signature validation succeeds, trust this certificate for

Certified documents

Dynarnic content

Embedded high privilege JavaScript

Brivileged systern ocperations (networking, printing, file
access, etc.)

Trust a CA certificate
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After all dialog boxes are closed and the document is re-opened, the signature is considered Valid.

= test document[signed].pdf - Adobe R

File Edit “iew “Window Help
@[ =[-||HE| 2% 2|

SREZESX ® ®[ 1]

@ Signed and all signatures are valid.

Signatures [
& B~ Validate All
&
— 1| E4? Rew. 1: Signed by Test Certificate <email@email.com> t
%; Signature is valid: e% .
ignature valid
—_— Document has not been modified since this signature was applied g
Signed by the current user Test ate

Signing time is frem the clock on the signer's computer,
Signature Details
Last Checked: 2014.12.02 12:50:04 +02'00"

Field: Signaturel en page 1

Click to view this version

@ Signature is VALID, signed by Test Certificate <email@email.com:>.

————
Summary | Document | Signer | Date/Time | Legal |

Signed by: ITest Certificate < email@email.com= | Show Certificate... |

Reason: I

Signing Time: |2014f12f'0212:43:04 +02'00' Location: I

Validity Summary

@ The Document has not been modified since this signature was applied.
@ The document is signed by the current user,

/1. Signing time is from the clock on the signer's computer,

Valid digital signature
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The Root Certificate is now Trusted and all signatures generated with this Root Certificate will be also

Trusted.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] Show all certification paths found

| Summary | Details | Re'.rucatiun| Trust | Policies | Legal Motice

£

Test Certificate <ema
This certificate is directly trusted in your trusted identities list,

Trust Settings

This certificate is set as a trust anchor, the result being that this
certificate and all certificates issued beneath this certificate are
trusted to:

%" Sign documents or data

Certify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

Perform privileged system operations (networking, printing,
file access, etc.)

Add to Trusted |dentities...

>

The selected certificate path is valid.

The path validation checks were done as of the signing time:
2014/12/02 12:43:04 +02'00
Validation Model: Shell

Trusted Root Certificate
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3. Validate the Signature using Windows Integration

You can use this method if your digital certificate is issued by a Root CA already installed on Microsoft
Certificate Store. Microsoft and Adobe use different Certificate Stores and different certificate

validation procedures.

To see if your Root CA is installed on Microsoft Certificate Store, go to Start — Run — certmgr.msc

Type the name of a program, folder, document, or Internet
rescurce, and Windows will open it for you.

Open:

certmgr.msc

File Action View Help

e HE 4 EXER HE

Eﬁ] Certificates - Current User
= || Personal
4 || Trusted Root Certification Au

[ 7| Certificates

i [| Enterprise Trust
| Intermediate Certification Au
[ Active Directory User Object
= || Trusted Publishers
= | Untrusted Certificates
i [ Third-Party Root Certificatior
[ [ Trusted People
= | Client Authentication Issuers
i [| Other People
[ MSIEHistorylournal
[ Certificate Enrollment Reque:
= || Semart Card Trusted Roots

< >

-~

lssued To

=] Starfield Services Root Certificat...
[l StartCom Certification Autharity
[5StartCom Certification Authorit...

[5;| Test Root Certificate

[l Thawte Premium Server CA
5] Thawte Premium Server C4
[5;lthawte Primary Root CA
5l Thawte Timestamping CA
ER/UTN - DATACerp SGC
[Z;|UTM-USERFirst-Hardware
53] UTN-USERFirst-Object
[5;]VeriSign Class 3 Public Primary ...
= VeriSign Trust Network

[l VeriSign Trust Metwork

L= ' - "o — P

L4

Issued By

Starfield Services Root Certificate ..,
StartCom Certification Authority
StartComn Certification Authority G2

Test Root Certificate
Thawte Premium Server CA
Thawte Premium Server CA
thawte Primary Root CA
Thawte Timestamping CA
UTM - DATACorp 5GC
LUTM-USERFirst-Hardware
UTM-USERFirst-Object
WeriSign Class 3 Public Primary Ce...
WeriSign Trust Metwork
WeriSign Trust Network

Trusted Root Certification Authorities store contains 67 certificates.
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You can also import your Root Certificate here.

File Action View Help

e 2F8|cz HE

Iﬁl Certificates - Current User

& || Personal
4 || Trusted Root Certification Authorities

|.j Certificat

lssued To

Sl Test CA
[ Test Root Certificate

i+ [] Enterprise Trus All Tasks

'

Import...

& | Intermediate C
i || Active Director
& || Trusted Publist Refresh

View

& [ Untrusted Cert Export List...
i+ [7] Third-Party Ro
b | Trusted People Help

CA,

k

thawte Prirnary Root CA
Thawte Tirnestamping CA
UTM - DATACorp 5GC
LUTM-USERFirst-Hardware
LUTM-USERFirst-Object

i [ Client Authentication Issuers
o T Mhar Dannla

General | Details | Certification Path

eriSign Class 3 Public Primary

|| [ZWeriCian Trct Metumrl

I;a. Certificate Information

» Al issuance policies
» All application policies

This certificate is intended for the following purpose(s):

Issued to: TestCA

Issued by: TestCA

Valid from 12/2/2014 te 12/2/2013

Issuer Statement
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After you check that your Root Certificate is installed, in Adobe Reader go to Edit menu — Preferences
option — Security tab — click on Advanced Preferences button — Windows Integration tab and check all
checkboxes.

Preferences
Categories:
Digital Signatures
C‘ t T 1
g Verify signatures when the document is opened Advanced Preferences...

Documents

Full 5creen []View documents in preview decument mode when signing

General

Page Display

30 & Multimedia (\Ei‘?rc_ation | Creation | Windows Integration ]

Accessibility R

Forms Enable searching the Windows Certificate Store for certificates other than yours

|dentity

International Trust ﬁ_\LL root certificates in the Windows Certificate Store for the following

Internet operations:

JavaScript | Validating Signatures

Measuring (2D)

Measuring (3D} [+] Validating Certified Documents

Measuring (Geo) Se : : : 25

) 3 /1y If either of these options are selected content from companies that have certificates

Mult!med!a (legacy) installed in Windows may be treated as trusted content. Care should be taken in
Multimedia Trust (legacy) enabling this feature.

Online Services

Reading

Reviewing

Search

Security
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When the document is re-opened, the digital signature is considered valid.

et
File Edit View Window Help

@ Signed and all signatures are valid.

@® =[] |HE | e @R |

Signatures [x]
ij - Validate All

B I@ Rev. 1: Signed by Test Certificate <email@email.com>
%’ Signature is valid:

ot
test: .
N | “Signature yalid
Document has not been medified since this signature was applied
Signed by the current user Test ate

Signing time is from the clock on the signer's computer.
Signature Details
Last Checked: 2014.12.02 12:44:58 +02'00'
Field: Signaturel on page 1

Click to view this version

Valid Signature
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4. Export/import the FDF (Acrobat Forms Data Format)

In order to avoid to manually add the Root Certificate on every client machine, the Root Certificate can
be exported as Adobe FDF file. Once the file is exported, it can be installed on every machine where
the digital signatures must be verified.

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

[] Show all certification paths found

I = TestCA Summary | Details | Revocation |Trust | Policisl Legal Motice

Test Certificate <ema
Q Test CA

Organization

Issued by:  Test CA
Organization
Valid from:  2014/12/02 12:3%52 +02'00'
Valid to:  2019/12/02 12:39:52 +02'00°

Intended usage:  |Sign CRL, Sign certificate (CA)

=)

>

The selected certificate path is valid.

The path validation checks were done as of the current time:
2014/12/02 14:17:55 +02'00'
Validation Model: Shell

The FDF file can be exported from the Digital signature properties — Certificate section. Be sure the
Root Certificate is selected and not the signing certificate.
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On the next window select Acrobat FDF data Exchange, as below:

Steps

B e e i You have chosen to export the following data:

Identity Selected address book entries

Teo open the exported data, you need Adobe Ac

Sz R g A Reader 6.0, or later versions,

Choose a Path to Sawve File
Review and Complete Destinaticn

() Email the exported data

@;‘_éave the exported data to a file

(@) Acrobat FDF Data Exchange
() Certificate Message Syntax - PKCS27
() Certificate File
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Save the FDF file.

Choose Export Options
Identity

Sign Data Exchange File
Choose a Path to Save File

Review and Complete
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Please review the options you have specified below. Once reviewed, click Finish to export
the data.

You have chosen to export the following data:

o=0rganization, cn=Test CA

You have chosen these options for export:

The name and email included in the exported data are:

You have chosen to save the exported data to this path:
d:\RootFDF fdf

To open the exported data, you need Adobe Acrobat 6.0 Professional or Standard, Adobe Reader
6.0, or later versions.




The signature before importing the FDF file is considered “not trusted”, like below:

File

@@v@@@| &) ()| 1|42

Edit View Window Help

ey alidi own
Test C igate

To install the FDF file on the computer where the signature must be validated, open the FDF file, press
Set Contact Trust button and check all checkboxes, as below:

You have opened an Acrobat FOF Data Exchange File containing the following data:
Contact Information
Sender
Mame: Test CA

Email Address:

Add Certificate to List of Trusted |dentities

This file contains Contact information for the sender. Click Set Contact Trust to set
options on how to include this Contact in your list of trusted identities. Contact
information includes certificates that, once trusted, can be used to validate signatures
from and encrypt docurnents for the associated Contact.

Set Contact Trust...

Close
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Import the FDF file.

Certificate Details
Subject: Test CA
lssuer;  Test CA

Usage: Sign certificate (CA), Sign CRL

Expiration: 12/2/2019 10:39:52 AM

Trust | Policy Restrictions

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust ancher in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor,

Uze this certificate as a trusted root
If signature validation succeeds, trust this certificate for:
Signed docurments or data
Certified documents
Dynarnic content

Ermbedded high privilege JavaScript

Privileged systern ocperations (networking, printing, file
access, etc.)

. Certificate Details...

Help
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After the FDF file is imported, the signature is considered Trusted.

Import details:

1 issuer certificate(s) imported.

File Edit Yiew Window Help

te%ignature lid
Test ate
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5. Validate Adobe Timestamps

An Adobe Timestamp is in fact a subsequent signature added to the PDF signature so to validate an
Adobe Timestamp simply follow the instructions from the section above.

@ Signature is VALID, signed by Test Certificate <email@ernail.com=.

Signed by: ITEE Certificate < email@email.com:> Show Certificate...

Reason: I

Signing Time: |2ﬂ14f'|2fﬂ-'112151:13 +02'00' Location:

Validity Summary

% The Document has not been modified since this signature was applied.
% The decument is signed by the current user,

E The signature includes an embedded timestamp but it could not be verified.

Signature was created using Adcbe Acrobat.
Signature was validated as of the signing time:
2014712702 12:51:18 +02'00"

Validate Signature

Timestamp in not trusted
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Go to Date/Time Tab and display the Timestamp Authority certificate.

@ Signature is VALID, signed by Test Certificate <email@email.com:.

Signing Time: IEGM..-"IZ.I’BZ 12:51:18 +02'00"

E The signature includes an embedded timestamp but it could not be verified.
Tirnestamp embedded in the signature

Tirnestamnps are signed just as documents are signed. For a timestamp signature to be
valid you must have trusted the Timestamp Authority that signed the timestarnp, Click
Show Certificate to view details regarding verification of the timestamp signature.

Timestamp Authority:  |>ecure Soft T5A Show Certificate...

Tirnestamps are created with specific policies that are defined by the Timestamp
Authority, Amongst other things, a policy can indicate how reliable the time source is.
There is ne policy identified for this timestamp, or the policy could not be determined
because the timestamp was not processed. To understand timestamp policies, you
must contact the Timestamp Authority.

Validate Signature
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Press Add to Trusted Identities button

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to
the selected entry.

|:|§huw all certification paths found:

Secure Soft TSA Summary | Details | Re'.rucati::-n| Trust | Palicies | Legal Notice

This certificate is not trusted.

Trust Settings

#  Sign documents or data
¥ Cerify documents

Execute dynamic content that is embedded in a certified
document

Execute high privilege JavaScripts that are embedded in a
certified document

Perfarm privileged system ocperations (networking, printing,
file access, etc.)

Add to Trusted dentities...

@ The selected certificate path is valid.

The path validation checks were done as of the current time:
2014/12/02 12:51:22 +02'00"
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Be sure you have checked all checkboxes, as below.

Certificate Details
Subject:  Secure Soft TSA
lssuer:  Secure Soft Private CA

Usage: Sign transaction, Sign document

Expiration:  7/30/2023 11:32:39 AM
Trust

A certificate used to sign a document must either be designated as a trust anchor or
chain up to a trust anchor in order for signature validation to succeed. Revocation
checking is not performed on or above a trust anchor,

Uze this certificate as a trusted root

If signature validation succeeds, trust this certificate for

Dynarnic content

Embedded high privilege JavaScript

Brivileged systern ocperations (networking, printing, file
access, etc.)
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After all dialog boxes are closed and the document is re-opened, the timestamp is considered Valid.

@ Signature is VALID, signed by Test Certificate <email@emnail.com=>.

Signed by: ITEE Certificate < email@email.com:> Show Certificate...

Beason: I

Signing Tirme: |Zﬂ14f12fﬂ.212:51:18+02'[i]' Location:
Validity Summary
% The Document has not been modified since this signature was applied.

% The document is signed by the current user,

@ The signature includes an embedded timestamp. Timestamp time:
2014/12/02 12:51:12 +02'00'

Signature was created using Adobe Acrobat.
Signature was validated as of the secure (timestamp) time:
2014/12/02 12:51:12 +02'00¢

Yalidate Signature
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6. Other Validation Settings

In some cases, the digital signature cannot be correctly validated because of some reasons like:
- Internet Connection is not available

- Proxy Settings cannot be set on Adobe

- CRL/OCSP revocation information cannot be downloaded or are not available.

On this case, even if the digital signature is trusted and valid, Adobe will consider this signature “not
trusted” because the revocation information cannot be obtained.

This section can be applied when you will get one of the following messages:

IWEEE BERI RS WY RrEsEEREETES eSS

Contacting http://ocsp.safescrypt.com for OCSP based revocation checking, IOh
press ESC to cancel

Cancel

OCSP revocation server is not available
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CRL revocation list is not available.

fied.
Certificate Viewer

This dialog allows you to view the details of a certificate and its entire issuance chain. The details correspond to

the selected entry. Multiple issuance chains are being displayed because none of the chains were issued by a
trust anchor.

| Show all certification paths found

= CCA India 2014 Sumrmary I Details | Revocation |Trust | Palicies I Legal Motice
= SafeSerypt CA 2014
= SAFESCRYPTOMLI Ej_l Problem determining whether the selected certificate is valid
Test Certificate
Details

An attempt was made to determine whether the certificate is
valid by checking whether it appeared in any Certificate
Revocation Lists (CRLs).

Click Problems to view the problerns that were encountered
while performing this revocation check.

Signer Details... Problems encountered...

Chain View | Text View

= CRL parsing error  Error encountered while BER. decoding:
CRL parsing error: - Error encountered while BER decoding:
< CRL parsing error:  Error encountered while BER decoding:
= CRL parsing error Error encountered while BER decoding:
& The CRL parsing error:  Error encountered while BER decoding:
The
2014,
Vali
< >
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The digital signature is considered not trusted even if the signature is not altered.

™

File Edit  Wiew “Window Help
REESE]* o[ o®=] HBle 2!
% The validity of the document certification is UNKNOWRN. The author could not be verified.

]

Signatures

Walidate All

Eg -
= =i Certified by
Mo changes are allowed
Signature validity is unknown:
Decument has not been modified since it was certified

Signature is valid, but revocation of the signer's identity could not be ¢

]IS O

Signing tirme is from the clock on the signer's computer,

Signature Details
Last Checked: 2014.12.02 13:03:59 +02'00"

Field: Signaturel on page 1

@ Document was certified, validity is UMKNOWM,

Summary | Document i Signer | Date/Time I Legal |

| Show Certificate...

Signed by: l
Reason: II am approving this document
Signing Time: IE'L".I14;"'|E¢"'D‘I 09:31:44 +02'00" Location: I

Validity Summary

‘* The Document has not been madified since it was certified.

E The signer's identity was valid when it was issued, but no revocation checks could
be made to validate the identity at this time.

/1y Signing time is from the clock on the signer's computer.

Signature was created using Adobe Acrobat.
Signature was validated as of the current time:
2014/12/02 13:03:47 +02'00°
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To avoid this behavior, Adobe must be configured to bypass this additional revocation checking.

Go to Edit menu — Preferences option — Security tab — click on Advanced Preferences button —
Verification tab and set the interface as below:

Categories:

Preferences

Cormmenting
Documents
Full 5creen
General

Page Display

3D & Multimedia
Accessibility

Forms

|dentity
International
Internet

JavaScript
Measuring (2D)
Measuring (30)
Measuring (Gee)
Multimedia (legacy)
Multimedia Trust (legacy)
Online Services
Reading

Reviewing

Search

Security

Security (Enhanced)
Spelling

Tracker

Trust Manager
Units

Digital Signatures

Verify signatures when the document is opened Advanced Preferences...

[ View documents in preview document made when signing

Verification | Creation | Windows Integrationi

When Verifying:
(@) Use the documnent-specified method. Prompt if it is not available.
(_) Use the document-specified method. Use the default method if it is not available.

O Always use the default methed (overrides the document-specified method).
Default Method for Verfying Signatures:  Adobe Default Security

[ Require certificate revocation checking to succeed whenever possible during signature verification

Ignore document validation information

Verification Time
Verify Signatures Using:
(® The current time
() Secure time (e.g. timestamp) embedded in the signature if available, current time otherwise

() The time at which the signature was created

Use expired timestamps
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After this settings was saved, the document is considered valid by Adobe.

™

File

Edit  “ieww MWfindow Help

&)

@@Eﬂ@|d .'t-f-;'f1|':\® 123% | = |L§JE@‘Q@§

&

i Certified by , certificate issued by SafeSery
Signatures [+
} - Validate All

E & Certified by

ez

Mo changes are allowed

Valid certified Docurment:

Document has not been modified since it was certified
Signature is valid, but revocation of the signer's identity could not be ¢
Signing time is from the clock on the signer's computer,
Signature Details
Last Checked: 2014.12.02 13:02:27 +02'00"
Field: Signaturel on page 1

* Document certification is valid, signed by

[ Summary |Document | Signer I Date/Time | Legal |

Signed by: [ | Show Certificate...

Reasomn: II arm approving this document

Signing Time: [2014/12/01 09:31:44 +02'00° Location: |
Validity Summary

®  The Document has not been modified since it was certified.

2 The signer's identity was valid when it was issued, but no revocation checks could
be made to validate the identity at this time.

‘1, Signing time is from the clock on the signer's computer,

Signature was created using Adobe Acrobat.
Signature was validated as of the current time:
2014/12/02 13:02:14 +02'00"
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